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1	Decision/action requested
This document proposes a new solution using authorization tokens at PC5 security establishment.
2	References
[1]	3GPP TR 23.700-86
[2]	3GPP TR 33.893
3	Rationale
This contribution proposes a new solution for Key Issue #2 (Authorization for Ranging/Sidelink Positioning Service) in TR 33.893.
4	Detailed proposal
**** START OF CHANGE ****
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Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses Key issue #2: Authorization for Ranging/Sidelink Positioning Service. This solution addresses the authorization of the UE acting as a Target UE/Reference UE/Assistant UE in the Ranging/Sidelink Positioning service.
Editor’s Note: Other type of UE’s are FFS.
In the Ranging/Sidelink Positioning service, a Target UE could be out of 3GPP coverage via Uu interface and needs assistance from another UE e.g. a Reference UE or an Assistant UE. The Reference UE could be in 3GPP coverage via Uu interface.
Editor’s Note: The use case when the Reference UE is in coverage via Uu interface is FFS.
This solution provides a mechanism for the 5G Ranging/SL positioning system to be able to support the authorization of a UE (acting as a Target UE/Reference UE/Assistant UE) using a  Ranging/Sidelink Positioning service when the Target UE is out of 3GPP coverage via Uu interface.
This solution assumes long term credentials are provisioned into the UE(s) and form the root of the security of the PC5 unicast link as specified in TS 33.536 [9].
This solution proposes to use authorization tokens as in OAuth 2.0 to indicate that a UE is authorized to act as a Target UE/Reference UE/Assistant UE.
When the UE registers in the 3GPP network then the PCF provides the authorization policy to the UE indicating whether the UE is authorized to act as a Target UE/Reference UE/Assistant UE. 
The network may also provide a token stating what kind of Ranging/Sidelink Positioning service the UE can use. The token has an expiration time and is signed with a private key. The network also provides the public key to the UEs to be used for verifying the token from other UE’s.
Editor’s Note: Which network function provides authorization token and how the UEs get the public key of token signing entity are FFS.
Editor’s Note: Its FFS whether the authorization token can be exchanged after the security establishment of PC5.
Two different scenarios are described in the solution details:
· Scenario 1: A Reference UE discovers a Target UE out of 3GPP coverage over Uu interface, and Reference UE and Target UE establish PC5 security in between. 

· Scenario 2: A Reference UE needs assistance from an Assistance UE in order to discover a Target UE out of 3GPP coverage over Uu interface, and Reference UE and Target UE establish PC5 security with Assistance UE. 
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6.Y.2.1	Scenario 1 details
Figure 6.Y.2.1-1 illustrates the high-level procedure of the proposed solution.




Figure 6.Y.2-1: High-level procedure of PC5 security between Reference UE and Target UE

0. 	The Reference UE and the Target UE are provisioned with the discovery security materials and request authorization tokens when they are in 3GPP coverage. 
1.	The direct discovery procedure is performed by the Reference UE in order to discover the Target UE using the discovery parameters and discovery security material, based on the Relay Service Code for the Ranging service.
2.	If discovery result indicates the Target UE supports the Ranging service, the Reference UE sends a Direct Communication Request (DCR) that contains the Relay Service Code (RSC) of the Ranging service and the authorization token of Refeerence UE which is retrieved from step 0, and also the Key_Est_Info used for direct authentication and key establishment. Protection of authorization token and RSC in DCR can be done in a similar way as described in TS33.503 [6].
3.	Direct Auth and Key Establish procedure as specified in TS 33.536 [9] is performed.
4.	The Target UE uses the public key provided by the network to verify the token1 of the  Reference UE that the Reference UE is authorized to act as a Reference UE.	
5.	The Target UE derives KNRP and other security material as specified in TS 33.536 [9]. The Target UE sends a Direct Security Mode Command message to the Reference UE including the authorization token2 of the Target UE which is retrieved from step 0. The confidentiality protection is applied to the authorization token2.
6.	The Reference UE uses the public key provided by the network to verify the token2 of the Target UE that the Target UE is authorized to act as a Target UE in the Ranging service. The Reference UE derives KNRP and other security material similar as the Target UE in step5.
7.	The Reference UE sends the Direct Security Mode Complete message to the Target UE.
8.	The Reference UE and Target UE continue with the rest of procedure for the Ranging service over the secure PC5 link.

6.Y.2.2	Scenario 2 details
Figure 6.Y.2.2-1 illustrates the high-level procedure of the proposed solution.


s


Figure 6.Y.2-2: High-level procedure of PC5 security between Reference UE/Target UE and Assistance UE
0.   The Reference UE, the Assistance UE and Target UE are provisioned with the discovery security materials and request authorization tokens when they are in 3GPP coverage. 
1.	The direct discovery procedure is performed by the Reference UE in order to discover the Assistance UE using the discovery parameters and discovery security material, based on the Relay Service Code for the Ranging service.
2.	If discovery result indicates the Assistance UE supports the Ranging service, the Reference UE sends a Direct Communication Request (DCR) that contains the Relay Service Code (RSC) of the Ranging service and the authorization token1 of Reference UE which is retrieved from step 0, and also the Key_Est_Info used for direct authentication and key establishment. Protection of authorization token and RSC in DCR can be done in a similar way as described in TS33.503 [6].
3.	Direct Auth and Key Establish procedure as specified in TS 33.536 [9] is performed.
4.	The Assistance UE uses the public key provided by the network to verify the token1 of the Reference UE that the Reference UE is authorized to act as a Reference UE.
5.	The Assistance UE derives KNRP and other security material as specified in TS 33.536 [9]. The Assistance UE sends a Direct Security Mode Command message to the Reference UE including the authorization token2 of the Assistance UE which is retrieved from step 0. The confidentiality protection is applied to the authorization token.
6.	The Reference UE uses the public key provided by the network to verify the token2 of the  Assistance UE that the Assistance UE is authorized to act as a Assistance UE in the Ranging service. The Reference UE derives KNRP and other security material similar as the  Assistance UE in step 5.
7.	The Reference UE sends the Direct Security Mode Complete message to the  Assistance UE.
8.	The Reference UE and Assistance UE continue with the rest of procedure for the Ranging service over the secure PC5 link.
9.	Step 1-8 are repeated for PC5 security establishment between the Assistance UE and  Target UE.

[bookmark: _Toc107843139][bookmark: _Toc112685738]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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